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1.1 Introduction

This document is aimed for system administrators who would like to know how to get started
with StoneFly DR365V Appliance. It describes initial steps for launching the appliance.

The StoneFly DR365V is the ideal purpose-built hyperconverged infrastructure solution for
backup and disaster recovery which also allows you to consolidate all of your server and backup
systems into one easy to manage appliance.

This guide gives an overview of the product, rack mounting instructions and initial installation
procedure. Information for using the features of the StoneFusion software is found in the Storage
Concentrator User Guide.

e StoneFly Resource Library

e The StoneFly SCVM™ Webpage

e Veeam Backup & Replication User Guide for VMware
e Veeam Backup & Replication User Guide for Hyper-V

Each StoneFly DR365V comes preconfigured with VMware vSphere or Microsoft Hyper-V
hypervisor, a StoneFly SCVM™ Virtual Storage Controller, and an Enterprise Backup Engine
running on a second VM. Additional Virtual Machines can be installed on the DR365V as
needed as long as adequate processing cores and system memory are available to support those
VMs. Contact your StoneFly sales representative for details.

DR365V 24-Bay / 4U Model

The DR365V comes in five standard configurations:

12-bay / 2U model features maximum of 12 x 3.5” SAS drives
16-bay / 3U model features maximum of 16 x 3.5” SAS drives
24-bay / 2U model features maximum of 24 x 2.5” SAS drives
24-bay / 4U model features maximum of 24 x 3.5 SAS drives
36-bay / 4U model features maximum of 36 x 3.5 SAS drives

© 2020 StoneFly, Inc. | All Rights Reserved Page |5
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1.1.1 Icons
!:5 Note Special instructions or information

A Warning Risk of system damage or a loss of data
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Chapter-2: Initial Installation
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2.1. Rack Installation Instructions

This section provides information on installing the StoneFly DR365V appliance into a rack or cabinet
with the rails provided. There are a variety of rack/cabinet units on the market, which may mean that the
assembly procedure will differ slightly. You should also refer to the installation instructions that came
with the rack unit you are using.

NOTE: This rail will fit a rack/cabinet between 26.5" and 36.4" deep.

Identifying the Sections of the Rack Rails

The DR365V appliance package includes one pair of rack rail assemblies in the rack mounting kit. Each
assembly consists of an inner rail that secures the appliance with the chassis and an outer rail that is
attached directly to the rack. The inner rails are etched with “L” (left side) and “R” (right side) to make
them easily distinguishable.

Inner Rail Assembily

Identifying the Rack Rails

© StoneFly, Inc. 2020 | All rights reserved Page |8
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Locking Tabs

Each inner rail has a locking tab. This tab locks the chassis into place when installed and pushed fully
into the rack. These tabs also lock the chassis in place when fully extended from the rack. This prevents
the server from coming completely out of the rack when the chassis is pulled out for servicing.

Releasing the Inner Rail

Each inner rail has a locking latch. This latch prevents the server from coming completely out
of the rack when the chassis is pulled out for servicing. To mount the rail onto the chassis, first
release the inner rail from the outer rails.

Releasing the Inner Rail from the Outer Rails:

. Pull the inner rail out of the outer rail until it is fully extended as illustrated below.
Press the locking tab down to release the inner rail.

. Pull the inner rail all the way out.

Repeat for the other outer rail.

s

X

Extending and Releasing the Inner Rail

© StoneFly, Inc. 2020 | All rights reserved Page |9
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Installing the Inner Rails on the Chassis

Installing the Inner Rails

—

Identify the left and right inner rails. They are labeled.

2. Place the inner rail firmly against the side of the chassis, aligning the hooks on the side of the
chassis with the holes in the inner rail.

3. Slide the inner rail forward toward the front of the chassis until the quick release bracket

snaps into place, securing the rail to the chassis.

Optionally, you can further secure the inner rail to the chassis with a screw.

Repeat for the other inner rail.

vk

Installing the Inner Rails

Inner Rails Installed on the Chassis

© StoneFly, Inc. 2020 | All rights reserved Page |10
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Installing the Outer Rails onto the Rack

Installing the Outer Rails

Press upward on the locking tab at the rear end of the middle rail.

. Push the middle rail back into the outer rail.

3. Hang the hooks on the front of the outer rail onto the square holes on the front of the rack.
If desired, use screws to secure the outer rails to the rack.

4. Pull out the rear of the outer rail, adjusting the length until it just fits within the posts of the
rack.

5. Hang the hooks of the rear section of the outer rail onto the square holes on the rear of the

rack. Take care that the proper holes are used so the rails are level. If desired, use screws to

secure the rear of the outer rail to the rear of the rack.

N~

ea
A

Extending and Mounting the Outer Rails

The rack stabilizing mechanism must be in place, or the rack must be
bolted to the floor before you slide the unit out for servicing.

Failure to stabilize the rack can cause the rack to tip over. Do not use a
two post “telco” type rack.

© StoneFly, Inc. 2020 | All rights reserved Page |11
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Sliding the Chassis onto the Rack Rails

Warning: Mounting the system into the rack requires at least
two people to support the chassis during installation. Please

follow the safety recommendations printed on the rails.

Installing the Chassis into a Rack

Extend the outer rails as illustrated above.
Align the inner rails of the chassis with the outer rails on the rack.

3. Slide the inner rails into the outer rails, keeping the pressure even on both sides.
When the chassis has been pushed completely into the rack, it should click into the
locked position.

4. Optional screws may be used to hold the front of the chassis to the rack.

N —

Ball-Bearing
Shuttle

Installing the Chassis into a Rack

Note: The figure above is for illustrative purposes only. Always install servers to the
bottom of the rack first.

Caution: Do not pick up the server with the front handles.
They are designed to pull the system from a rack only.

© 2020 StoneFly, Inc. | All Rights Reserved Page |12
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2.2,

Power Up & Initial Access

These are the steps a user needs to follow in order to start using the StoneFly DR365V
Hyperconverged Appliance:

1-

2-

Connect both power supply modules to a power outlet using the included power cords.

Connect Ethernet cables to the System Management, Network (iISCSI/NAS), and IPMI
ports as shown in the diagram below:

Power Supply

&

w
1

4-
5
6-

Data Ports SFP+ Data Management Ports

IPMI

USB Ports

RAID Management Port
(Do NOT connect)

VGA Ports

Back Panel Connections of the DR365V

If you purchased the appliance with additional network ports, then please connect those
as well.

Connect a monitor to the VGA port.
Connect a keyboard and a mouse to the USB ports.

Power up any Expansion Units, then power up the DR365V appliance.

NOTE:

e Serial port is not used by the DR365V appliance.

e SAS Expansion port is only used when connecting StoneFly Expansion Units to
the DR365V Appliance for additional storage capacity.

e Do not connect an Ethernet cable to the RAID port.

o There are different configurations for network ports. Make sure to follow the
labeling on your system when connecting the Ethernet cables.

© StoneFly, Inc. 2020 | All rights reserved Page |13
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2.3. Configuring IPMI KVM

The Intelligent Platform Management Interface (IPMI) KVM configuration allows for Remote
Management and Power Control of the StoneFly DR365V system. This configuration is
optional to perform, but recommended.

To configure the IPMI module, connect a keyboard and monitor to the system. Power on the
system and press the Del key to enter the BIOS setup.

Aptin Setup Utility - Copuright (C)

Systen batz

Navigate to IPMI tab and go to BMC Network Configurations:

b BME Nutuofk coaafigurat Len

© StoneFly, Inc. 2020 | All rights reserved Page |14
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In the BMC Network Configuration tab, select Update IPMI LAN Configuration and press
Enter:

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Update IRMI LAN Cenfiguration

When prompted, select Yes and press Enter.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc

Update IPMT LAN Cenfiguration

© StoneFly, Inc. 2020 | All rights reserved Page |15
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From the additional list of options, select Configuration Address Source and press Enter:

fptio Sstup Utility - Copyright (C) 2013 American Mezatrends, Inc.

confisuration fode [DHCF]

From the prompt, select Static and press Enter:

ht (C) 2015 Arerican Megatrends,

Configuration Address source 1OHEE]

© StoneFly, Inc. 2020 | All rights reserved Page |16
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Enter the Static IP Address, Subnet Mask and Gateway IP Address.

Aptio Setup Utility - Copyright {(C)

Gatzway IF adoress

When entering addresses, please note:

1. IP Address Must be on the same subnet as DR365V’s Management port
2. IP Subnet Mask Same as DR365V’s Management port
3. Default Gateway Same as DR365V’s Management port

Press the “ESC” key to exit. Navigate to the Exit tab and select Save Changes and Exit.

Note: The system will require power to be removed before IPMI IP Address will take effect.

© StoneFly, Inc. 2020 | All rights reserved Page |17
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Accessing the IPMI Interface
Start a browser and navigate to the configured IP address.

- oacdonciiric x

& ¢ @ 0 & 100.100.100.49 SO+ ¥y ND® =
Please Login
Usermame
Password |
Login

Enter the following information in the login screen:

e Username: stonefly

e Password: Stoneflyl
. 100,100.100.4%/cqi/ur_redirect.ca X [ = O
- c @ © | & 111ps//100.100.40049/cql/url_redirect.citud_name= - @ ¥
Host identific, =
server: (LO-WIEAUS-ESKAP25 ( 100.100.100.049) 3 /@ 0o [Engiisn
User: stonefly | Adminstrator )

System Sarver Health Configueation Remote Control Virtual Media Help
© system ¢ @ System
© FRUReading | Fimwao Rovision 0171.05 IP AQ0roes:; 100.100.100.040
| Fimmware Build Time. 08/20/2010 BIC MAC Address. 3c.ecef03.50:07

System LANMT MAC Addr: f65be87:28
System LANZ MAC Addres s’ ac 1150 e 37:29

© Haroware intormanon

Refresh Preview image

Power Conlrol -

Hoslis curzaily on.

PowerGn Power Down | Reset
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Navigate to Remote Control tab and select iIKVM/HTMLS5:

100.100,10048/cgivur_redirecteq X

“ c @ © £ h1pe/100.100.10049) - H_naine

lost
Server: ILO-WIEAUS-ESXAP2S ( 100.100.100.049 )
User: stonefly { Agmnistrator )

| System Sorver Health Coafiguration Romote Control Virtual Modia Mamtenanc o Mescellaneous

Cb{linlﬁ REG’EC“M
| inearis |

Power Contral
Use these pages to perform|  Launch SOL

© Remote Control © Remote Control

© Conscie Redection N servers, SUCh 35 remote ACCETSE SOTVers.
© WVIANTMLS

* Console Redrecton Lavach e redrection conuoie via Java viewers.

o KVMHTHLS Lo WUKTMLS 610 menage the s6rver recotely

* Power Control - Ses POwer state and perform power control tunctons

* Launch SOL . Launch the SOL console

© Power Controt

@ Launch SOL

Click on iIKVM/HTMLS5 to launch remote console:

- O 0

+ NBD @ =
Z 0o [Engish n

Help

- s e

K c o © £ hitps//100.100.100.89 cgifur|_redirecticgifurl_name=mma nmenu o
st i
Server: ILO-WIEAUS-ESXAP2S | 100.100 100.043 )
User: stonefly { &drministrator )

System Sorvar Haalth

Configuration Remote Control Virtual Media

Yy o a8 =
Z /2 0+ [Engieh u

© IKVM/HTMLS

@ Remote Coatrol

@ Conzale Redirection
This page can be used o access a sarvar remately ushg KV wen HTMLS.

@ IKVIHTHLS
@ Power Contred

LVIHTMLS:

& Launch SOL

© StoneFly, Inc. 2020 | All rights reserved
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|2 o dhUN Virmrer w169 14 108 1091002 B5L] - Resolution 10243 766 - FPZ 30 - El %l,
Virtual Media  Record  Macro  Options  User List  Copture  Power Control  Exit

(For VMware Hypervisor)
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5 g KR Ve L6071 (1003001003 56U - Resolution 1024 764 - FRS 0 < [

VirtualMedia  Record  Macro  Options User List Capture  Powes Confrol  Exit

Press Ctrl+Alt+Delete

T ——— e

1:20 g

Friday, April 26

-

(For Hyper-V Hypervisor)

The system user console screen will appear.

2.4.  VMware Management Network Configuration

This section describes configuration of the ESXi Management Network. IP Addresses and
Hostnames used in this section are for example only. Refer to Section 2.6 for Hyper-V
Management Network Configuration.

Connect to System console. Attach a keyboard and monitor or use system IPMI KVM.

[/ b A om0 1S 95 Pt s LA 8 1 0
e ™
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Authenticat ion Required

Entar 1+ author ized
Lehn-33459g 1L 1506 s

Conf igured Kegboord (U5 Defoult)

Luiin Name I rout 1

<Enter> 0K <Escd Cancel

Press the F2 key to customize system. Then enter Login Name and Password and hit the Enter
key to continue. The default Login information is as follows:

e Login: root

e Password: Stoneflyl!

Systen Custonizetion

Cont igure Password

Conf iqure Lockdoun Modr

onf igurc Nanagement Network
Restart Management Netuork
Test Hanagement Network
Netuork Restore Options

Conf igure Keyboord
Troubleshoot ing Options

View Systen Logs
Vien Support Information

Reset System Conf iqurat ion

Whiare ESKi 6.7

Configure Monogenent Metuork
Hostnane
W in-d34s9qi 156

IPv4 Address:
186 . 180. 168 .58

Netuork identity acquired From DHCP server 1680, 108, 180,151

To wici or nadify this host’s monogenent nctuork scttings In

detall, press (Entend.

LEnter> More <Escd Log il

8 (VMKerncl Relcase Build 15160139)

© StoneFly, Inc. 2020 | All rights reserved

Page |22



StoneFly DR365V Setup Guide

Initial Installation

Select Network Adapters and press the Enter key.

Confligure Nonasgenent Netuork Network Adapters
vmnic3d (Chassis slot 3; function 1)
VLAN (optional)
« £ # provide the defeult netuc
IPv4 Conf iguration i this host. Hhien Lue o more adapters
1Pvh Conf iguration are i 20 he fault -tnlerant and outgoing

DNS Conf igurat ion traffle ulll bie load-balanced,
Custom DNS Suffixcs

Wp/Downd Select Enterd Change

VHuare ESXi 6.7.0 (WKernel Reles Bulld 15160138)

Select the vmnic to use for the management network for ESXi and press the Enter key. Press the

Esc key when changes are complete.

Network Adopters

Select the adapters for this host’s defeult nanagenent neiworic
R tlon. Hse tun o wore adaplecs Por fault-Lalerance and
toad -batanting

Device Nawe Harduare Label (MAC Address)
[ 1 vmnich Intel Ether... (...0c:0d:fa) Connected (...)
I 1 umnicl Chassis slo. .. : Cannected
L1 umnic2 CPUL Slotl ... (., X Connected
£X1 vanic3 Chassis slo... Connected (...)

<D> Vicu Detoils <Space> loggle Sclected <Enter> UK <Esc> Cancel

© StoneFly, Inc. 2020 | All rights reserved
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Select IPv4 Configuration, then hit the Enter key.

Conf igure Monogement Network 1Pu4 Conf iguration

Netuork Adopters Autonnt ic
VLAN (optional)
1Pvd Address: 180.180.180 .58

Subet. Mask: 255,755 255 6
1Pv6 Configurat ion Defaull Gateuay: 108,108,106, 153
DNS Conf fgurat fon

Custon DNS Suff (xes O

Aip/Doun> Select

Select Set static IPV4 address and network configuration. Enter the IP Addresses as needed,
then hit the Esc key to return.

1Pv4 Cond iguration

Default Gatewoy

<Up/Doun> Select  {Space> Mark Seleicted <Enter? 0K <Escd Concel

© StoneFly, Inc. 2020 | All rights reserved Page |24
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Select IPv6 Configuration, then hit the Enter key.

Configure Nanagewent Network 1PvE Conf iquration

Network Adopters 1Pt is disabled,

VLAN (optional)
Thiz host can he configueed to support IPG, & restart of

1Pud Conf igurat ion the host will be requiced to enabile or disable [Puh

DNS Configuration
Custon DNS Suffixes

Up/Doun> Select CEnter> Change

WMuare ESKi 6.7.0 (WiKernel Release Build 151601387

On the following screen, select Disable IPv6 (restart required), then press the Esc key.

IPv6 Conf iguration

This host can obtain netuork setfings avtonatically it your retuork
supports Stateless Address Autoconfigurat ion (SLAAC) o includes o
DHCPuE server. If [t does pot, static settings must be specified:

(0) Disable IPvb (restart reguired)

{ ) Use dynamic IPv6 address and network conf iguration
[ 1 Usc DHCPYG
{ ) Sct stotic IPub address ond notwork configuration

Statlic address #1 I
Static address #2 [
Static address #3 I
Default gateway I

1
1
1
|

WUp/Doun> Select <(Space) Mork Selected <Enter> DK <Esc)> Cancel

© StoneFly, Inc. 2020 | All rights reserved Page |25
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Select DNS Configuration, then press the Enter key.

Conf igure Hanagenent Netuork DNS Conf iqurat ion

Netuork Adapters Automat ic
VLAN toptional)

Prinory DNS Server:
1Pv4 Conf iqurat ion 1080166 168 151

1Pvb Configurat ion Alternate DNS Server:
160.160..106. 155
Custonm DRS Suff ixes

Hostnene
win-d34s9gi15rh

I this bost s conf jgured using DHCP, DHS server oddeesses

and other DNS paranet > ohtained ante ally, If
ok, esh yoor etuock o stratoe For the appropeiate
scttings

<Up/Daun> Select <Enter> Change CEse> Exit

Msare ESHI 6.7.0 (WKerncl Release Build 15168138)

Enter information for DNS server and hostname as needed then hit the ESC key to return.

DNS Conf igurat ion

This host can only obtain DNS settings sutomatically if it alsc obtains
ity [P conf iguret ion edonat (eally.

( ) Dbtain DNS server addresses and a hostnane automatically
(n) Use the following DNS server addresses and hostname:

Prinary DNS Server [ 100.1600.100.151
Alternate DNS Server | 160, 160, 1680 . 155
Hos tnane [ uin-d34s39qi15r6

Up/Doun? Select <(Space? Nark Selected {Enter> UK <Esc? Cancel

© StoneFly, Inc. 2020 | All rights reserved Page |26
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Select Custom DNS Suffixes, then hit the Enter key.

Configure Nanagenent Network Custon DNS Suffixes

Network Adapters

dnfcorp.con
VLAN (optional)

51 5! unqual ificd nones, URS querics will
1Pw4 Cond igurat lon ) 1 the specifled host by appending the
1Pv6 Configuration suf in the order shoun until o mateh is
DNS Curﬂ‘lanrat ion 6l o is exbausted,

I o suffides ore specified lere, o defoull suffix List is
derived fron the lotal donain nane.

Up/Doun? Select

<Enter> Change <Esc) Exll

Vhware ESXi 6,7.0 (VMKernel Relee

Enter DNS Suffixes as needed, then hit the ESC key to return.

Custom DNS Suffixes

DNS queries will attempt to locate hosts by appending the
suff ixes specified here to shopt, ungualified names,

UUse spaces or comnos to seporate multiple entries

S o -con

<Enter> OK <(Esc> Cancel

© StoneFly, Inc. 2020 | All rights reserved Page |27
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Select Restart Management Network to complete configuration of settings. Hit the ESC key to
log out.

System Customization Restart Hanagement Netuork
Configure Passuord

Conf igure Lackdoun Mode
Confi Hani 't Network

Test Managenent Netuork
Netuork Restore Options

Configure Kel
Troubleshoot ing Opt ions

Vieu Systen Logs
View Support Information

Reset Systen Configuration

{Enter> Restart

VMuare ESXi 6.7.0 (WWMKernel Release Build 1S5168138)

© StoneFly, Inc. 2020 | All rights reserved Page |28
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2.5.  Steps to Configure SCVM Management Port (VMware)

Launch a browser and navigate to https://<Configured IP address>. Enter Username and
Password, then click on the Log in button.

vmware Esxi

The default login information is as follows:
Username: root
Password: Stoneflyl!

1. You will see a screen like the one shown below:

Avtnd

© 2020 StoneFly, Inc. | All Rights Reserved Page |29
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The screenshot above shows one SCVM is already installed. If you want to access the user
interface for that particular SCVM, click on that SCVM first and then click on the Console Tab.
You will see a screen like the one shown below:

Steps to use the pre-installed SCVM:

1. The SCVM management network interface is preconfigured with the default IP address of
192.168.0.254. This must be changed to a valid address for your LAN network. Login to the SC
Service console using the VMware Virtual Console for the SCVM by doing the following:

a.
b.

C.

Press Enter to display the login prompt.
At the User ID prompt type console and hit Enter.

At the password prompt type coni1000 and hit Enter. Note that the User ID and
password are case sensitive.

© StoneFly, Inc. 2020 | All rights reserved Page |30
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2. Using the SC Service menu, configure the management network by selecting option 2, for 2 —
Network.

FIDLEDZ

The default settings are shown below. Adjust settings as needed then save the changes.

© StoneFly, Inc. 2020 | All rights reserved Page |31
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Adjusted settings are shown below. Enter q at the command prompt to exit back to the service
menu. Enter g again to exit out of the user console service.

Note: the browser access to the SCVM Management GUI is blocked while the SC Service menu
is active. Also note that there can be a short delay before the SCVM GUI becomes available.

2.6.  Hyper-V Management Network Configuration

This section describes configuration of the Hyper-V Management Network. 1P Addresses and
Hostnames used in this section are for example only. Refer to Section 2.4 for VMware
Management Network Configuration.

Connect to System console. Attach a keyboard and monitor or use system IPMI KVM.

© StoneFly, Inc. 2020 | All rights reserved Page |32
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5, Yava WM Viewsr 1,60 734 (100200.100.3 S6L) - Resolution 10345 764 - FPS 0 = e
VirtuslMedia  Record  Macio  Options  User List  Capture  Powes Confrol  Exit

Friday, April 26

Launch the console, press CTRL + ALT + DELETE and enter the following credentials:
Username: administrator

Password: Stoneflyl

Go to the Control Panel and select Network and Internet and then Network and Sharing
Center.

© StoneFly, Inc. 2020 | All rights reserved Page |33
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o Jev KM Wi w152 (10 [200.200.200.3 S5L) -

Reroluban 022X 768 - FPS 30
Virtual Media Record Macro Options

o)
UserList Capture Power Comntrol  Exit

Network and Intemet » Network and Sharing

w your basic network ion and set up connections
View your active networks
dnfcorp.com nternet

rivate namwork

Unidentified network
Public network

Change your networki

o Setup 2 new

Set up a broadha up, of VPN connection: or set up a router or 3CCess point.

Diagnoze and repair network problems, or get troubleshaating information.

“termet Options

Windows Firewal

Click on Change adapter settings from the left menu.

122) Javn SN Vieuver vLBU (14 [100.100,1003 SSL] - Resolwtion 1034 X 168 - FP5 30 o B e
Virtual Media  Record  Macro  Options  User List  Capture  Power Control ot

® Netwerk Connestions

& « Networkand internet + Network Connections

l: CPUT Slot 1 X8 Port 2
& Unidentifiod ¢ i

Ethemnet 2

> Un ir

ntal(Rl Ethemet Connection X722

Right click on the appropriate management port and select properties. This will open the
Management Network Properties window:
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&% Networkand Sharing Center = | X .

™ :g-' <« Network and Internet » Network Connections v O Search MNetwork Connections el

¥ Management Network Properties X

- @
Management Network
dnfcorp.com
Intel(R) Ethemnet Connection X722

X8 Port2
Networking  Sharing i network

Connect using:

? Intsl(R) Ethemet Connection X722for 10GBASE-T

This connection uses the following items:

W W8tz for Microsoft Networks A
! HFils and Frirtsr Sharing for Microscft Networke

Q05 Packet Scheduler

Wi e Ve (0 |

4. Microscft Network Adapter Muftblexar Pretocol

¥! 4 Microscft LLDP Proiocol Diver

—1 4 Intemet Protocol Version 6 (TCF/IPYS) v
< >

ORE

Instell... Listal Fropeties s

Descrption

Transmission Control Protecol/ntemet Protocol. The default
wide zrea netwark pmtocol that provides communication
acmss dverse interconnected networks

2 £otxed

. 4 items 3==

Left click on Internet Protocol Version 4 (TCP/IPv4) and then click Properties:

il

e
e
=

L =
-
A UE « Network and Intemet » Network Connections v & | Search Network
Qeraniza.w
O ma emens Network Properties
‘ X8Port2 L". Management Network
Netwerking  Sharing  network o> _ dnfcorp.com
£9 10 Gigabit Dual Por... T |ntel(R) Ethernet Connection X722...
Co —
‘ q Internet Protecol Version 4 (TCP/IPv4) Properties X
General
TH fou can get IP settings assigned automatically if your netwark supports
—  this capability. Otherwise, you need to ask your network admnistrator
& for the aoprorriate [P settings.
K
§ O Obtairi an IP address automatically
E (@) Use tha following IP address:
! IP address: 100 . 100 . 100 , 25
i
1 Subnet mask: 255.255.255 , €
Defaut cateway: 100 . 100 . 100 , 153
L Obtain DNS server address automatically
(® Use the follawing DNS eerver addrasses:
Preferred DNS server: 100 ., 100 . 100 , 152 L\\?
[Jvaidate settings upan exit Advanced. ..
4 items
cancel

Assign static IP and DNS server addresses. Once you’ve assigned the values, click on OK.
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Make sure to disable Internet Protocol Version 6 from the Management Network Properties
window by unchecking the box next to it.

o ? c
E¥ Network and Sharing Cente = é .
& Network Connact [

A+ &) « Network and Internet » Network Connections

v (| | SearchMetwork Connections 0
Qresanizs s B M @
§ Management Network Properties X
X8 Port 2 g. Manzgement Network
Nezworking  Sharing i n= 3 > dnfcorp.com
@ Intel(R) Ethemet Connection X722
Conneci using:

\? Intel(R) Ethemet Cornecton X722 for 10GBASE-T

Corfigure
This connection uses the following items

¥ &8 Client for Microsoft Networke
i ? File and Fnnter Shama for Microsoft Networks
™ 8 Qo3 Pecket Scheduer

¥l 4y Intemet Protocal Version 4 {TCP/IPv4)

[ 4 Micrescft Network Adapter Multplsxor Protocol
4\ 4. Micrcacht LLDP Protocol Diiver

M Irtemet Protacol Version 6 (TCP/IPv6}

Instal... Jninstall e

Descrption

TCP/P vericn 6. The lateat version of the intemet protocol

that provides communication acress diverse interconnected
networks

OK Canosl

. 4ditems

After disabling 1Pv6, click OK. This completes the network configuration process.
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2.7.  Steps to Configure SCVM Management Port (Hyper-V)

In order to configure the SCVM Management port for Hyper-V, you need to access Hyper-V
manager, you can do that from the Server Manager window. To access the Server Manager on
your Hyper-V, click on the Windows Tab and then click on Server Manager, as shown below:

Windows
Pawershell

Task Manager

n

Server Manager * Hyper-V

PERFORMANCE

This will open the Hyper-V Manager with SCVM on it.
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B8 Fyper-V Marager - o
File  &ction Yiew  Help
7]
[ Hypery Mansges =
S DESKTOP-05UGERD Virtual Machines i
..... . State CPUlkage  Astigned Memary  Lipteme Seatug i
H Connect »
1 Sethngs.
Stant
Chackp
Move..,
Export..
Ferame.
Delute..
Help
View »
B rep
Chackpaints > | SCVM_E031C -
| 48 Connect
SCVM_ED3.10 A
Setfings.
Created: 2 1964525 4 Chustered: tie © %
Configuration Version: 12 B, Checkpeint
Generation: ey
Motex Hore T
[
I Fename
He Debete
—_— W—— ="
H dHedp

Right click on SCVM, and select Connect to access the user interface of the Virtual Machine.
This will show a window like this:

£ 5CUM on ORIESY - Virtuzl Machine Connection
File Action Mediz Clipboard  Yiza  Help

@0 nmp» 5

The GUT will
Powered by StoneFly
fSC-19 254 login: _

=0

Satust Running
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Steps to use the pre-installed SCVM:

1. The SCVM management network interface is preconfigured with the default IP address of
192.168.0.254. This must be changed to a valid address for your LAN network. Login to the SC
Service console using the Hyper-V “Virtual Console” for the SCVM by doing the following:

a. Press Enter to display the login prompt.
b. At the User ID prompt type console and hit Enter.

c. At the password prompt type conil000 and hit Enter. Note that the User ID and
password are case sensitive.

2. Using the SC Service menu, configure the management network by selecting option 2, for 2 —
Network.

= st on DR3EEY - Virtual

i IP: 192.168.8.251 Yersion: B.H.3.12

The default settings are shown below. Adjust settings as needed then save the changes.
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y- Back to Service...

Smytus Running

Adjusted settings are shown below. Enter q at the command prompt to exit back to the service
menu. Enter g again to exit out of the user console service.

Note: the browser access to the SCVM Management GUI is blocked while the SC Service menu
is active. Also note that there can be a short delay before the SCVM GUI becomes available.
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2.8 KVM Management Network Configuration

This section describes the configuration of the KVM management network. 1P Addresses and
Hostnames used in this section are for example only.

Connect to the system console and attach a keyboard and monitor or use system IPMI KVM (if
supported).

To access the settings, enter the following credentials:

Login: root
Password:  Stoneflyl!
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Once connected, type nmtui and press Enter.

This will open the NetworkManager TUI window with three options. Select Edit a Connection
from the three and press Enter.

From the list of Ethernet connections, select the respective management NIC port from the list,
then select Edit from the right hand pane and press Enter.
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In the Edit Connection window, go to the Addressess option, select Add and press Enter to
type in the pre-configured IP address.

= (POt COMFIGURATION {Antomatics <Hidn>
Addresses
touny
BNS seruees <Md.. >
Soarch dowsing <Md...>
Routing (No custom rowtes) CEAIL.. >
L | Rever use this nctuork for defoult route
[ 1 Janore antosstically obtalned routes
T 1 ignore automstically obtained DNS parametars

1 ) Bequire 1P addressing for this comection

= IPu6 CONFISURATION <Aatomatic>

1 1 Metowatically comncct
X1 twalladle to all users

After adding the IP address, select Ok and press Enter to close the Edit connection window.
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This will complete the KVM management network configuration.

oy Jins BV Viewer w169 38 [100.100 100.75] - Resclution 1280 X 1024 - FPS &4 ot = R

2.9 Steps to Configure SCVM Management Port (KVM)

To configure the SCVM management port, use the Open Virtualization Manager (oVirt)
access the SCVM console by clicking on SCVM from the list.
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Click on the Console button in the top right corner; this will open a Save As window.

Can = e

Type in a filename and download the SCVM SC Service Menu utility. Note: this process repeats
each time you need to access the SCVM SC Service Menu.
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Login to the SC Service console:
a. At the login prompt type console and hit Enter.

b. At the password prompt type coni1000 and hit Enter. Note that the User ID and
password are case sensitive.

2. Using the SC Service menu, configure the management network by selecting option 2, for 2 —
Network.

(B} SCUM:T - Remote Viewer o[- E | [
File: “Wiew Sendkey Help
System Name: SC-18B-1PB-18B-258 IP: 1BH.100.1H8.258 Version: B.8.4.18

Storage Concentrator

Service

- fidmin
2- Network...
g—- Logout

The default settings are shown below. Adjust settings as needed then save the changes.

B3 90N on DRIESV - Virtual Machine Connection = o X

=-Z5% IP: 192.168.4.254 Version: 8§.4.3.12

Stz Running =@
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Adjusted settings are shown below. Enter g at the command prompt to exit back to the service

menu. Enter g again to exit out of the user console service.

Note: the browser access to the SCVM Management GUI is blocked while the SC Service menu
is active. Also note that there can be a short delay before the SCVM GUI becomes available.

2.10 Configuring the SCVM

Note: The process of SCVM configuration is the same for Hyper-V and VMware hypervisors.

Launch a browser then navigate to https://<configured IP address>.

T

STONEFLY

Login
Licensing
System Name System UUID
SC-192-168-100-33 B64DIDAC-COCY-8BSC-B12C-80FSHAZE4D12

Licensed Feature Name License Key

StoneFusion Base 05 SC192-168-100-33 Subscr #1 - 369 days left

L} IE-GAPSA-X2TAS-XALD2-365-001

Undo Submit

License Activation
Product Key | 300000-20000-30000¢-30000C-)00000-X0000(-100

Update

DR365V Login Screen

In the User ID field type: admin

In the Password field type: M@n4glng

Click Submit. The Home Page screen will appear.
Click System.

Click Admin.

Click Auto Save. The Auto Save screen will appear.

o g k~ w b PE

‘Vendor Sertal Number
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9|T_J§ EFLY ADMIN

- Raniizs PubDer cemirg TebenMasterw WAZSess D3 Serns

Auto Save 1o Remote FTP Server

Ensblo Auzs Save B Ramots FTP St

mow ®

DR365V System Auto Save Screen

7. Select method(s) of saving the database. A USB Flash drive must be inserted into the
USB port prior to Enabling. Checkmark Enable Auto Save to Local Device and select
USB Flash Disk from the dropdown menu. Click Submit. For Auto Save to Remote
FTP Server create a directory for each Storage Concentrator. Fill in the IP Address, User
Name, Password and directory. Select Passive or Non Passive and click Submit. Both
methods can be used, but at least one should be configured to ensure recovery if needed.

8. Navigate to Admin > General. The system admin screen will appear.

-
= LI
STONEFLY ABMIN
Syster bnfiormaton
ik o
=
B
Shutdown or Reboot this System
O e :
+ L stem
T
. im S Ererpution Kevs ks aer Fsonds egrt 6 Wi Erorypliof informctitn ints £43 syster ke reisdnet I lich s inseried, pull 01 B st in 2 sscert lccation
S
[ o S
D Heces
& Farove

.=

DR365V System Admin Screen
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9.

10.

é

11.
12.

13.
14.
15.
16.

17.

Enter a system name for the DR365V.
Enter the number of log records for the database in the Max number of logs field.

The default number of log records is 2000, which is sufficient for most
installations.

Click Submit.

Navigate to Network > Data Port. The Local iSCSI Data Port Settings screen will
appear with the current system (factory) settings. Most fields are blank.

STONEFLY

Local ISCS| Data Port Settings

mow s

& nee

gRED 2002-2013 StoneFly, inc, Al Rights Reserved

DR365V Local iSCSI Data Port Settings Screen
Enter the IP Address for the Local iSCSI Data Port.
Enter the NetMask setting for the Local iSCSI Data Port.
Click Submit.

Click OK to continue when the confirmation dialog box appears. The DR365V
automatically configures the Network and Broadcast settings based on the IP address and
Netmask settings. Click on the Advanced: Network/Broadcast link to view or modify
the Network and Broadcast settings. For more information, see “Chapter 2:
Administrative Interface” in the Storage Concentrator User’s Guide.

Review the status of all SAN Network Interfaces to select which ports will be used. It is
not necessary to select all available ports. All ports selected must have cables attached to
them to maintain the proper cluster configuration and operation. The Id button is used to
flash the link light on a specific port. Select a port by clicking on the box in the Bond
column. Changes are not enforced until the next reboot. At first power up a default
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configuration is presented. Changing the default settings requires a reboot of the Storage
Concentrator. Navigate to the System > Admin > General screen and click on Reboot.
If no changes are desired continue to the next step to configure the Management Port.

18. Click on Management Port. The Management Port Settings screen will appear.

L]
— ©Hap

-7

STONEFLY NETWORK

Default Gateway

Management Part Settings

" &

m

Advanced: Network/Broadcast

Metwoark Interfaces

i Part IR Bridomss MAL Aidress Link Cur Speed Dupiex Time Mlar Speet Staty

2 ] 32460.1.254 030205588 Up G Fi 1000 Gz Staix
Ping Address

DR365V Management Port Settings Screen

19. Enter the Default Gateway setting.
20. Enter the IP Address for the Management port.

21. Enter the NetMask setting for the Management port. It is not necessary to select a
Management Port as on the Local iISCSI Port screen. There is only one port assigned for
this purpose.

The DR365V automatically configures the Network and Broadcast settings based on the IP
address and Netmask settings. Click on the Advanced: Network/Broadcast link to view or
modify the Network and Broadcast settings. For more information refer to “Chapter 2:
Administrative Interface” in the Storage Concentrator User’s Guide.

-I_,  Changing the IP address of the Management port will cause your browser to
—p/ lose its connection to the DR365V. To access the DR365V, set your browser’s URL
to point to the new IP address.

22. Click Submit. The following popups will appear.
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Depending on the speed of your browser connection, you may not see this
a screen. Your changes will still take effect, however you will need to
manually set your browser’s URL to point to the new IP address.

x
192.168.100.81 says:
Automatically calculated values:
Network = 192.168.100.0
Broadcast = 192,168.100.255
If other values are required, please use the advanced feature.
x
192.168.100.81 says:
The Management LAN and iSCSI SAN IP addresses are on the same
network,
This is not recommended. iSCS| SAN traffic should normally be kept off of
the LAN. The SAN should be a small, secure, and self contained network
with SAN specific high speed network interfaces.
Allowing iSCSI traffic to flow on the LAN may impact performance of, and
destabilize both the LAN and SAN,
There are cases (e.g. no true LAN network exists) where this configuration
can make sense,
Mote that SC Failover Clusters are currently not supported in this network
configuration.
Do you wish to continue?
x

192.168.100.81 says:

This changes access to the system.
Are you sure you want to continue?

If so, please give the system a few moments to complete the
update before trying to re-access the system.

The new address to access the system is at https://192.168.100.81

System Management LAN Port Change Screen
23. Click on OK on each popup screen to continue.
24. Click on the new IP address to confirm the change to the Management Port setting.
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Setting up Routing

To access a host on other networks, routing information to those networks must be
configured in the System Management Network Routing screen. A route must be added if
the host has a network setting that is different from the one listed in the iSCSI Host LAN
Port Settings screen.

For example, if the DR365V network setting is 26.34.128.50 and the host network setting is
106.39.212.6, a route to the host must be configured.

To configure the routing information, use the steps that follow:
1. Navigate to System > Network > Routing. The Routing screen will appear.

STONEFLY

DR365V System Management Network Routing Screen

2. In the Add New Route fields, enter the Network, Netmask, and Gateway settings for
the new route.

3. Click the Add check box.
4. Click Submit.

Navigate to Admin > General. The System Admin screen will appear. The DR365V
must be rebooted for the new routing settings to be recognized.

6. Click Reboot.
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Confirming Setup

To confirm that the DR365V is configured properly, do the following:

1. Launch your web browser. In the URL address field, type the IP address you set up for
the Management LAN port during the configuration process. Be sure to include https://
in the address.

é The browser will display an alert regarding the security certificate for the site. This
occurs because the IP address for the DR365V was changed from the factory
default to one appropriate for your network.

2. Follow the screen prompts to accept the certificate. The number of screens will vary
depending on which browser you are using. When the security certificate is accepted, the
DR365V administrative interface login screen will appear.

. Click on System and then Network to confirm the network settings.

3

4. Click on Data Port and confirm the settings.

5. Click on Management Port and confirm the settings.
6

. Click on Routing and confirm the settings.

2.11 Configuring the Veeam Management VM

The Windows VM that will be used for Veeam Management cannot exist until the
—%/ initial cluster is configured and a datastore provided. Your StoneFly engineer will
walk you through the process.

Once you’ve configured the IPMI, SCVM, VMware, and cluster, you can create the Windows
server VM that will run the Veeam Backup & Replication management software on the
DR365V-HA appliance. Your StoneFly engineer will walk you through the process during
initial setup. Once the Windows VM is created, you must perform the following three step
process:

e Setting a static IP address on the Veeam Management VM.
e Enabling RDP (Remote Desktop Protocol) on the Veeam Management VM.
e Accessing the Veeam Management VM using RDP.
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2.11.1 Assigning a Static IP Address to the Veeam Management VM

Log into the Veeam Management Virtual Machine (VM) using VMware remote console
and click on the Start button. Open the Control Panel from the taskbar.

}"J., Administrator Windows Server

g Snipping Tool

Windows Windows
ﬁ Paint Server Manager  Powershell Powershell ISE

T ]
= - ;
Windows

Administrativ... Task Manager wontrol Panel

R e

Microsoft Edge

= &

File Explorer > Calculator
o

o Settings

Y Power

All apps

In the Control Panel, click on View Network Status and tasks under the Network and
Internet applet.

Adjust your computer’s settings View by Category

m and Security - User Accounts

SR & Change account type

2 Clock Language, and Region
g Add a language

Cha

nput methods

s, Programs

[‘l Jninstall 2 program

@ Tum Windows features on or off

Find and click on Change Adapter Settings in the menu on the left.
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Wiew your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: [ Ethernet

Change your networking settings

ﬁ- Set up a new cennection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

In the window that appears, right-click on your network connection and click on Properties.

L" Ethernet
& -..,,-'Emﬂ Metwork ! -
=" Whcrosoft Hyper-V N G Disable

Status

Diagnose

®) Bridge Connections

Create Shortcut

& Delete

G Rename

G Properties -—__

This should open the Ethernet Properties window.

Remove the checkmark for Internet Protocol Version 6 (TCP/IPv6) to disable it.
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¥ Ethernet Properties X
Networking
Connect usng
& IntelR) PRO/1000 MT Network Cornection

This connection uses the folowing items

(v| %3 Client for Microscft Networks N
¥ % File and Printer Sharng for Microsoft Networks

V] B80S Packet Scheduler

O s Prtocol Verson 4 (TGP v |

[ s Microsoft Network Adapter Muttiplexor Protocol

| 4 Microsoft LLDP Protocol Driver

L[]y Intemet Protocol Version & (TCP/IPv6) v
P >
Inatall. . Uninstal Properties
Descrption

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

0K Cancel

Select Internet Protocol Version 4 (TCP/IPv4) by left-clicking it once and then click on
Properties.

[,-‘:'.] Ethernet Properties X

Networking

Connect using:
F Microsoft Hyper-V Network Adapter

This connection uses the following items:

I?Client for Microsoft Networks ~
ﬁ? File and Printer Sharing for Microsoft Networlcs

TIQ05 Packet Scheduler
[ Intemet Protocol Version 4 (TCP/1Pvd)
3. Link-Layer Topology Discovery Mapper 170 Driver
2 Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP Protocol Driver w
< >

Install... Uninstall Properties
Description

Transmigsion Cortrol Protocol/Intemet P ol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

Select Use the following IP address and assign a custom IP address to this server, the
Network Mask, Default Gateway, and the DNS IP address.
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Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

1P address: |192.168. 1 . 2 |
Subret mask: | 255.255.255. 0 |
Default gateway: | 192.168. 1 . 1 |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DS server: | 8 .8 .8 .8 |

Alternate DNS server: | g .8 .4 .4 |

[Jvalidate settings upon exit

2.11.2 Enabling RDP on the Veeam Management VM

Open the Server Manager on the Windows VM. By default, the Server Manager should

open when you log in to the GUI. You can also select it from the taskbar.

In the Server Manager window, click Local Server in the left pane. This may take several

minutes to open the desired window.

Once the window opens, you should see that the Remote Desktop (RDP) is disabled.

B Server Manzger

3 PROPERTIES
. For WIN-LYZBNP3

B Dashboard

0 Local Server

Computer nams
W& Al Servers Warkgroup
Bg File and Storage Services [

wd address assigned by DHCP, 1PvE-enailed

(€) - Server Manager * Local Server @ F e
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Click on Disabled, this should open the System Properties window. Left-click on the
Remote tab and check the Allow remote connections to this computer option.

Also uncheck the Allow connections only from computers running Remote Desktop
with Network Level Authentication (recommended).

System Properties ®

Computer Name  Hardware Advanced System Protection Femote
Remote Assistance

Allow Remote Assistance connections to this computer

Advanced...

Remote Desktop
Choose an option, and then specify who can connect.

() Don't allow remate connections to this computer

[] Allow connections enly from computers running Remate
Desktop with Network Level Authertication (recommended)

Help me choose Select Users...

Concel | [ tovl

When you select the Allow remote connections to this computer option, a warning
message should appear, as shown in the image below. Select OK to proceed.

Rernote Desktop Connection >

Remate Desktop Firewall exception will be enabled

! -" You chose to enable Remote Desktop Connection for
all network connections on this computer.

To enable it for selected network connections, open

WNindows Firewall with Advanced Security

You can now create specific user groups with permissions to connect to the server via
Remote Desktop. To do so, click on Select Users and type in the relevant credentials of the
users.

After you’ve enabled Remote Desktop, the Server Manager might still display Disabled.
Refresh the window and wait a few minutes, it should change to Enabled.
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2.11.3 Accessing Windows Server hosting Veeam

On any Windows machine, search Remote Desktop Connection in the taskbar and click on

Remote Desktop Connection. This should open a window like this:

;({ Remote Desktop
) Connection

L Remote Desktop Connection | = | & [IEH]

"

Computer: lExampie: computer fabrikam.com v

Username: None specified

The computer name field is blank. Enter a full remote computer
name.

(. Show Options | Connect || Help

In the Computer text field, type in the IP address you specified in Section 2.8.1 for the IP

address of Veeam Management VM and click Connect.

The system should prompt you for a username and password. Type in the credentials you

created in the last section and click OK to start the RDP session.

Windows Security

Enter your credentials
These credentials will be used to connect to 192.168.1.146,

| User name l

| Pasowaord |

Domaim:

[[] Rernember my credentials
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Once the RDP connection is established, you should be able to access the Veeam
management software by double-clicking the Veeam Backup & Replication icon.

Bad'<'up & Replication™ 9.5

Additional Configuration and System Management

For additional information regarding the configuration and use of the StoneFly Storage
Concentrator Virtual Machine, please consult the StoneFly Storage Concentrator User Guide
from the included documents CD.

For additional information regarding the configuration and use of the Veeam Backup &
Replication software, please consult the Backup, Replication and Data Recovery User Guide
from the included documents CD or follow the link below:

https://helpcenter.veeam.com/docs/backup/vsphere/overview.html?ver=95u4

For additional information regarding the configuration and use of the VMware vSphere
Hypervisor, please consult the VMware website.

Technical Support

For further support, please call technical support at 1-510-265-1616 option 3. Or send email to
technical support at Support@StoneFly.com.
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Troubleshooting

Refer to the following table for helpful hints on solving some of the most common
problems. If you cannot find a resolution to your problem here, contact StoneFly. Call
(510) 265 1616 and select support from the menu.

The DR365V
administrative interface is
not accessible from the
computer.

The computer is not on the
network.

An incorrect IP address
was typed in the address
line of the browser.

Incorrect network settings
were entered during
installation.

The network cable is not
properly connected to the
computer or the USO.

Ensure that the computer is
running a supported browser

and is on the same network or
subnet as the DR365V.

Try the following:

« Verify and retype the IP
address in the browser.

o Make sure the IP address
begins with https. The IP

address does not begin with
http.

For the correct settings, see
“VMware Management
Network

Configuration”.

Try the following:

e Check all network cable
connections.

o Make sure the network
cable is not damaged.
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