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1.1 Introduction

This document is aimed for system administrators who would like to know how to get started
with StoneFly DR365V Appliance. It describes initial steps for launching the appliance.

The StoneFly DR365V is the ideal purpose-built hyperconverged infrastructure solution for
backup and disaster recovery which also allows you to consolidate all of your server and backup
systems into one easy to manage appliance.

This guide gives an overview of the product, rack mounting instructions and initial installation
procedure. Information for using the features of the StoneFusion software is found in the Storage
Concentrator User Guide.

e StoneFly Resource Library

e The StoneFly SCVM™ Webpage

e Veeam Backup & Replication User Guide for VMware
e Veeam Backup & Replication User Guide for Hyper-V

Each StoneFly DR365V comes preconfigured with VMware vSphere or Microsoft Hyper-V
hypervisor, a StoneFly SCVM™ Virtual Storage Controller, and an Enterprise Backup Engine
running on a second VM. Additional Virtual Machines can be installed on the DR365V as
needed as long as adequate processing cores and system memory are available to support those
VMs. Contact your StoneFly sales representative for details.

DR365V-1204 12-Bay / 2U Model

The DR365V comes in five standard configurations:

12-bay / 2U model features maximum of 12 x 3.5” SAS drives
16-bay / 3U model features maximum of 16 x 3.5” SAS drives
24-bay / 2U model features maximum of 24 x 2.5” SAS drives
24-bay / 4U model features maximum of 24 x 3.5 SAS drives
36-bay / 4U model features maximum of 36 x 3.5 SAS drives
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é’ Note Special instructions or information
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2.1. Rack Installation Instructions

This section provides information on installing the StoneFly DR365V appliance into a rack or cabinet
with the rails provided. There are a variety of rack/cabinet units on the market, which may mean that the
assembly procedure will differ slightly. You should also refer to the installation instructions that came
with the rack unit you are using.

NOTE: This rail will fit a rack/cabinet between 26" and 33.5" deep.

Identifying the Sections of the Rack Rails

The StoneFly DR365V chassis package includes two rack rail assemblies in the rack mounting kit.
Each assembly consists of three sections: an inner rail that secures directly to the chassis, an outer
rail that secures to the rack, and a middle rail which extends from the outer rail. These assemblies are
specifically designed for the left and right side of the chassis.

Rail Assembly
(Shown with Rails
Retracted) Quter Rail

Middle Rail

Locking Tab

This Side Faces Inner Rail

Outward

Identifying the Outer Rail, Middle Rail and Inner Rail
(Left Rail Assembly Shown)
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Releasing the Inner Rail

Each inner rail has a locking latch. This latch prevents the server from coming completely out
of the rack when the chassis is pulled out for servicing. To mount the rail onto the chassis, first
release the inner rail from the outer rails.

Releasing the Inner Rail from the Outer Rails:

Pull the inner rail out of the outer rail until it is fully extended as illustrated below.
Press the locking tab down to release the inner rail.

Pull the inner rail all the way out.

Repeat for the other outer rail.

el NS

Extending and Releasing the Inner Rail
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Installing the Inner Rails on the Chassis

Installing the Inner Rails

1. Identify the left and right inner rails. They are labeled.

2. Place the inner rail firmly against the side of the chassis, aligning the hooks on the sideof the
chassis with the holes in the inner rail.

3. Slide the inner rail forward toward the front of the chassis until the quick releasebracket

snaps into place, securing the rail to the chassis.

Optionally, you can further secure the inner rail to the chassis with a screw.

Repeat for the other inner rail.

vk

Inner Rails

Installing the Inner Rails

Inner Rails Installed on the Chassis
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Installing the Outer Rails onto the Rack

Installing the Outer Rails

. Press upward on the locking tab at the rear end of the middle rail.
. Push the middle rail back into the outer rail.

3. Hang the hooks on the front of the outer rail onto the square holes on the front of the rack.
If desired, use screws to secure the outer rails to the rack.

4. Pull out the rear of the outer rail, adjusting the length until it just fits within the posts of the
rack.

5. Hang the hooks of the rear section of the outer rail onto the square holes on the rear of the
rack. Take care that the proper holes are used so the rails are level. If desired, use screws to
secure the rear of the outer rail to the rear of the rack.

N =

AW

boabkrdbor

Extending and Mounting the Outer Rails

The rack stabilizing mechanism must be in place, or the rack must be
bolted to the floor before you slide the unit out for servicing.

Failure to stabilize the rack can cause the rack to tip over. Do not use a
two post “telco” type rack.
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Sliding the Chassis onto the Rack Rails

Warning: Mounting the system into the rack requires at least
two people to support the chassis during installation. Please

follow the safety recommendations printed on the rails.

Installing the Chassis into a Rack

. Extend the outer rails as illustrated above.
. Align the inner rails of the chassis with the outer rails on the rack.

3. Slide the inner rails into the outer rails, keeping the pressure even on both sides.
When the chassis has been pushed completely into the rack, it should click into the
locked position.

4. Optional screws may be used to hold the front of the chassis to the rack.

N =

Ball-Bearing
Shuttle

a

Installing the Chassis into a Rack

Note: The figure above is for illustrative purposes only. Always install servers to the
bottom of the rack first.

Caution: Do not pick up the server with the front handles.
They are designed to pull the system from a rack only.
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2.2.  Power Up & Initial Access

These are the steps a user needs to follow in order to start using the StoneFly DR365V
Hyperconverged Appliance:

1- Connect both power supply modules to a power outlet using the included power cords.

2- Connect Ethernet cables to the System Management, Network (iISCSI/NAS), and IPMI

ports as shown in the diagram below:

Data Ports

(Do not connect)

SAS Extension Port

Back Panel Connections of the DR365V

Management Port

3- If you purchased the appliance with additional network ports, then please connect those

as well.
4- Connect a monitor to the VGA port.
5- Connect a keyboard and a mouse to the USB ports.
6- Power up any Expansion Units, then power up the DR365V appliance.
NOTE:

e Serial port is not used by the DR365V appliance.

e SAS Expansion port is only used when connecting StoneFly Expansion Units to

the DR365V Appliance for additional storage capacity.

e Do not connect an Ethernet cable to the RAID port.

e There are different configurations for network ports. Make sure to follow the

labeling on your system when connecting the Ethernet cables.

V8.0.3x ©StoneFly, Inc. 2020 | All rights reserved
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2.3. Configuring IPMI KVM

The Intelligent Platform Management Interface (IPMI) KVM configuration allows for Remote
Management and Power Control of the StoneFly DR365V system. This configuration is
optional to perform, but recommended.

To configure the IPMI module, connect a keyboard and monitor to the system. Power on the
system and press the Del key to enter the BIOS setup.

Aptio Setup Utility - C ight (C) erican Meg: ends, Inc

System Date

Navigate to IPMI tab and go to BMC Network Configurations:

Aptio Setup Utility - Copuright (C) 2019 American Megatrends, Inc

B BMC MNetwork Configuration

V8.0.3x ©StoneFly, Inc. 2020 | All rights reserved Page 14



StoneFly DR365V-1204 Getting Started Guide Initial Installation

In the BMC Network Configuration tab, select Update IPMI LAN Configuration and press
Enter:

Aptio Setup Utility - Copyright (C) 2013 American Megatrends, Inc.

Update IPMI LAN Confizuration

When prompted, select Yes and press Enter.

Aptio Setup Utility - Copyright (C] 9 American Meg

Update IPMI LAM Confi

pdate IPMI LW Configuration

V8.0.3x ©StoneFly, Inc. 2020 | All rights reserved Page 15
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From the additional list of options, select Configuration Address Source and press Enter:

Aptio Setup Utility - Copyrig 3 American Megatrends, Inc.

[BHCF]

From the prompt, select Static and press Enter:

Aptio Setup Utility - Co i (C) 2013 American Megatrends, Inc.
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Enter the Static IP Address, Subnet Mask and Gateway IP Address.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Géﬁteu_l;au IF address

When entering addresses, please note:

1. TP Address Must be on the same subnet as DR365V’s Management port
2. 1P Subnet Mask Same as DR365V’s Management port
3. Default Gateway Same as DR365V’s Management port

Press the “ESC” key to exit. Navigate to the Exit tab and select Save Changes and Exit.

Note: The system will require power to be removed before IPMI IP Address will take effect.

V8.0.3x ©StoneFly, Inc. 2020 | All rights reserved
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Accessing the IPMI Interface
Start a browser and navigate to the configured IP address.

- 100.100.100.49/ b + - o

« ¢ @ © & hitps;//100.100.100.49 o L IN D &

Please Login
Username
Password |

Login

Enter the following information in the login screen:

e Username: stonefly

e Password: Stoneflyl
- 100.100.100.49/ cgi/url_redirect.coi” X [iad - u] <
&« c o © & https://100.100.100.49/cgi/url_redirect.cgi?url_name=mainmenu ree “ L IND ® =
Host Identification =
Server: ILO-WIEAUS-ESXAP25 (100.100.100.048 ) Sﬂ (# [English
User: stonefly { Administrator ) =

| System Server Health Configuration Remote Control Virtual Media

Help ‘
@ System @ System
@ FRU Reading Firmware Revision: 01.71.05 IP Address: 100.100.100.049
Firmware Build Time: 08/24/2019 BMC MAC Address: 3c.ecief06:50:97
@ Hardware Information BIOS Version: 3.1 System LAN1 MAC Address: ac:1f.6b:bc:97:28
BIOS Build Time: 04/26/2019 System LAN2 MAC Address: ac1f6bbc:97:29

Redfish Version: 1.0.1
CPLD Version: 02.b1.0B

Remote Console Preview

Refresh Preview Image

Power Control

Host is currently on.

PowerOn  Power Down | Reset
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Navigate to Remote Control tab and select iIKVM/HTMLS:

<« c o © & nhitps://100.100.100.49/cgi/url_redirect.cgiturl_n nmen -0 ¥ IN@D @ =
iost
Server: ILO-WIEAUS-ESXAP25 (100.100.100.049 ) @ gﬂ (" [English v n
User: stonefly ( Administrator )
| System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
Console Redirection
© Remote Control © Remote Control | ik
Power Control
& console Redirection Use these pages to perform{  Launch SOL N SEIVers, SUch as remote access servers.

@ IKVMHTMLS

* Console Redirection: Launch the redirection console via Java viewers.

= IKVMMTMLS: Launch the KVM/HTMLS and manage the server remotely.

= Power Control - See the server power state and perform power control functions.
® Launch SOL : Launch the SOL console.

@ Power Control

© Launch sOL

Click on iKVM/HTMLS to launch remote console:

<« ¢ © & hitps://100.100.100.49/cqi/url_redirect.cgi?url_name=mainmenu g + IND ® =
Host T
Server: ILO-WIEAUS-ESXAP25 (100.100.100.049 ) @ Gﬂ (» [English v n
User: stonefly ( Administrator )
System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
© Remote Control @ IKVM/HTMLS

@ Console Redirection
This page can be used to access a server remotely using VI with HTMLS.
& KVMIHTMLS

@ Power Control

IKVMHTMLS!
@ Launch SOL
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| 22| Java IKAM Viewrer wv1.69 r14 [100.100.100.2 S51] - Resolution 1024 3 768 - FPS 30
Virtual Media Record Macro Options User List Capture Power Control  Exit

(]
1

(For VMware Hypervisor)
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| Java KM Viewer u164 rld [100.100.000.3 53] - Resalution 1024 768 - FPS 0 = = =
Virtual Media Record Macro  Options  UserList Capture Power Control  Exit

Friday, April 26

(For Hyper-V Hypervisor)

The system user console screen will appear.

24. VMware Management Network Configuration

This section describes configuration of the ESXi Management Network. /P Addresses and
Hostnames used in this section are for example only. Refer to Section 2.6 for Hyper-V
Management Network Configuration.

Connect to System console. Attach a keyboard and monitor or use system [IPMI KVM.

T3 VM Viewer 188 14 [200.100300.2 5] -
Options

P e
i
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Authent ication Required

Enter an authorized login name and password for
win-d34s3gi 1506 .dnfcorp. con .

Configured Keyboard (US Default)
Login Nane: [ root
Passuord : [ sesesestsesaesencse

<Enter> 0K <Esc> Cancel

Press the F2 key to customize system. Then enter Login Name and Password and hit the Enter
key to continue. The default Login information is as follows:

Login: root
Password: Stoneflyl!

Systen Customization

Conf igure Passuord
Conf igure Lockdoun Mode

Conf igure Management Netuork

Hostname :
win-d34s9gi15r6

onf igure Managenent Netuork IPv4 Address:

Restart Managenment Network
Test Management Netuwork
Network Restore Options

Conf igure Keyboard
Troubleshoot ing Options

View Systen Logs
View Support Information

Reset Systen Configuration

1680108 . 100.50

Netuork identity acquired from DHCP server 100.100.100.151

To view or modify this host”s management network settings in
detail, press <{Enter>.

<Enter> Hore <Esc> Log Out

VYMuare ESXi 6.7.0 (VMKernel Release Build 15160138)

V8.0.3x

©StoneFly, Inc. 2020 | All rights reserved
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Select Network Adapters and press the Enter key.

Conf igure Managenent Network

etuork Adapters

VLAN (optional)

IPu4 Conf iguration
IPuv6 Configuration
DNS Conf igurat ion

Custon DNS Suffixes

<Up/Doun?> Select

VMuare ESXi 6.7.8 (VMKernel Release Build 15168138)

Netuork Adapters

vmnic3 (Chassis slot 3: function 1)

The adapters listed here provide the default netuork
connect ion to and from this host. Hhen tuo or more adapters
are used, connections will be Fault-tolerant and outgoing
traffic uill be load-halanced.

<Enter> Change

{Esc> Exit

Select the vmnic to use for the management network for ESXi and press the Enter key. Press the
Esc key when changes are complete.

Network Adapters

Select the adapters for this host"s default management network
connect ion. Use two or more adapters for fault-tolerance and

load-balancing.

Device Name Harduare Label (MAC Address)

vmnicl
vmnic2
unnic3

D> View Details

Intel Ether...
Chassis slo...
CPUL Slotl ...
Chassis slo...

{Space> Toggle Selected

Connected
Connected
Connected
Connected

<Enter>

0K <Esc> Cancel

V8.0.3x

©StoneFly, Inc. 2020 | All rights reserved
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Select IPv4 Configuration, then hit the Enter key.

Conf igure Management Netuork IPv4 Configuration

Network Adapters Autonat ic

VLAN (optional)

IPv4 Address: 100.100.100.50
Subnet Mask: 255,255.255.0
IPv6 Configuration Default Gateway: 100.100.100.153

DNS Conf iguration
Custom DNS Suffixes This host can obtain an IPv4 address and other netuorking

paraneters autonatically if your netuork includes a DHCP
server, If not, ask your network adi strator for the
appropriate settings.

<Up/Doun> Select <Enter> Change <Esc? Exit

VMuare ESXi 6.7.0 (VMKernel Release Build 15160138)

Select Set static IPV4 address and network configuration. Enter the IP Addresses as needed,
then hit the Esc key to return.

IPu4 Configuration

This host can obtain netuork settings automatically it your netuork
includes a DHCP server. If it does not. the follouing settings nust be
specif ied:

) Disable IPv4 configuration for management network
C ) Use dynamic IPv4 address and netuork conf iguration

(o) Set static IPv4 address and network configuration:

IPv4 Address [ 180.100.100.58 1
Subnet Mask [ 255.255.255.0 1
Default Gateway [ 180.100.1080.153 1

Up/Doun> Select <Space> Mark Selected <Enter> OK <Esc> Cancel

V8.0.3x ©StoneFly, Inc. 2020 | All rights reserved Page 24



StoneFly DR365V-1204 Getting Started Guide

Initial Installation

Select IPv6 Configuration, then hit the Enter key.

Conf igure Management Netuork IPv6 Configuration

Network Adapters
VLAN (optional)

IPv4 Conf iguration

IPy6 Conf iguration

DNS Conf iguration
Custon DNS Suffixes

{Up/Doun> Select

On the following screen,

IPv6 is disabled.

This host can be configured to support IPv6. A restart of
the host will be required to enable or disable IPvG.

{Enter> Change <Esc> Exit

VYHMuare ESXi 6.7.0 (VMKernel Release Build 15168138)

select Disable IPv6 (restart required), then press the Esc key.

IPv6 Conf iguration

This host can obtain network settings automatically if your netuwork
supports Stateless Address Autoconfiguration (SLAAC) or includes a
DHCPvG server. If it does not. static settings must be specified:

(p) Disable IPv6 (restart required)

( ) Use dynamic IPvb address and network configuration
[ 1 Use DHCPu6
( ) Set static IPu6 address and network configuration

Static address #1
Static address #2
Static address #3
Default gateuway

[
[
[
¥

<Up/Doun> Select <Space> Hark Selected <Enter> 0K <Esc> Cancel

V8.0.3x
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Conf igure Managenent Network

Network Adapters
VLAN (optional)

IPv4 Conf igurat ion
IPub Conf igurat ion

DNS Conf iguration

Select DNS Configuration, then press the Enter key.

DNS Conf igurat ion

Automatic

Prinary DNS Server:
160.100.160.151
Alternate DNS Server:
100. 10081680 155

Custon DNS Suffixes
Hostnane
uin-d34s9gil15r6

If this host is configured using DHCP, DNS server addresses
and other DNS parameters can be obtained automatically. If
not, ask your netuwork adninistrator for the appropriate
settings.

<Esc> Exit

<Up/Doun? Select <Enter?> Change

VYMuare ESXi 6.7.0 (VMMKernel Release Build 151601383

Enter information for DNS server and hostname as needed then hit the ESC key to return.

DNS Conf iguration

This host can only obtain DNS settings automatically if it also obtains

its IP configuration automatically.

{ ) Obtain DNS server addresses and a hostname automatically

(o) Use the follouwing DNS server addresses and hostnan

[ 100.160.100.151 1]
[ 100.160.100.155 1
[ win-d34s9gil5r6 1

Prinary DNS Server
Alternate DNS Server
Hostnane

{Enter> OK <Esc> Cancel

<Up/Doun> Select (Space> Hark Selected

V8.0.3x

©StoneFly, Inc. 2020 | All rights reserved Page 26



StoneFly DR365V-1204 Getting Started Guide Initial Installation

Select Custom DNS Suffixes, then hit the Enter key.

Conf igure Managenent Netuork Custom DNS Suffixes

Netuork Adapters dnfcorp.com
VLAN (optional)

Hhen using short. ungualified names, DNS queries will

IPv4 Conf iguration attempt to locate the specified host by appending the
IPv6 Conf iguration suffixes listed here in the order shoun until a match is
DNS Configuration found or the list is exhausted.

uston DNS Suffixes
If no suffixes are specified here, a default suffix list is
derived fron the local domain name.

<Up/Doun> Select <Enter> Change <Esc> Exit

VMuare ESXi 6.7.0 (VMKernel Release Build 15168138)

Enter DNS Suffixes as needed, then hit the ESC key to return.

Custom DNS Suffixes

DNS queries will attempt to locate hosts by appending the
suffixes specified here to short. ungqualified nanes.

Use spaces or commas to separate multiple entries.

ST i corp - con

<Enter> 0K <Esc> Cancel
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Select Restart Management Network to complete configuration of settings. Hit the ESC key to
log out.

System Customization Restart Management Network
Conf igure Passuord

Conf igure Lockdoun Hode

Conf igure Management Netuwork

Restart Management Netuwork

Test Management Netuwork
Netuork Restore Options

Conf igure Keyboard
Troubleshoot ing Options

Vieu Systen Logs
Vieuw Support Infornation

Reset System Configuration

4Esc> Log Out

<
=
=

V8.0.3x ©StoneFly, Inc. 2020 | All rights reserved Page 28



StoneFly DR365V-1204 Getting Started Guide

Initial Installation

2.5.

Steps to Configure SCVM Management Port (VMware)

Launch a browser and navigate to https://<Configured IP address>. Enter Username and
Password, then click on the Log in button.

D] @ & rms

100.100.10050/ui#/log

vmware' EsXi

The default login information is as follows:

Username: root

Password: Stoneflyl!

You will see a screen like the one shown below:

« [l ® & hips

T Navgator [ van s34ssgnsesameorp.com
ansge

J GatwCanter Sever |

58gi15r6.dnfc

@

100.100.100.50 ¢ hcs

B CPUS XINeI(R) Kean(R) Siler 4130 CPU @2 10552

1,100 100.100.151
2 100100 100 155

10010010013

[ Reboct | ' Refresh | & Actions

~ Canfiquration
Image praile
Sphere B4 etste

» wbtcsan

ES40-07.0-20181204001standard (bwar, Inc)
el configured

Suppaned

mn@Ds =

~ Systom Information

Bi0S
IO rease date

= Performance summary last hour

uare 31, 2020, 189623 UTC

77, 2020, 134502 UTC

ssssss Octoder 15, 2015, 17.00:00-0700

@ consr
@ Conur

megnostCrEy
me 8 host memay

P —

V8.0.3x
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The screenshot above shows one SCVM is already installed. If you want to access the user

interface for that particular SCVM, click on that SCVM first and then click on the Console Tab.
You will see a screen like the one shown below:

@ ¥in@D & =

Steps to use the pre-installed SCVM:

1. The SCVM management network interface is preconfigured with the default IP address of
192.168.0.254. This must be changed to a valid address for your LAN network. Login to the SC
Service console using the VMware Virtual Console for the SCVM by doing the following:

a. Press Enter to display the login prompt.
b. At the User ID prompt type console and hit Enter.

c. At the password prompt type conil00o and hit Enter. Note that the User ID and
password are case sensitive.
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< ¢ @ o & 10.100.100.50/wi/% L 4 ¥ n D& =
vmware ESXi rooi@i00 10010050+ | Hep - | -
2 Nawgator 5 SOV

~ Hordware Confuration

2. Using the SC Service menu, configure the management network by selecting option 2, for 2 —

Network.

- G g @03

rootg110.10010050 « | Heip~ | (G

£ w

2] Racst tasks.

The default settings are shown

below. Adjust settings as needed then save the changes.
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= c 0 & 100.100.100.50; -9 1 +rn@D® =

vmware' ESXi~ 001@100.100.10050 = | Heip~ | B -
< Hawgator @ 50V
169~ 160 169,108, 108. 264 U 8.3.1

Adjusted settings are shown below. Enter q at the command prompt to exit back to the service
menu. Enter ¢ again to exit out of the user console service.

Note: the browser access to the SCVM Management GUI is blocked while the SC Service menu
is active. Also note that there can be a short delay before the SCVM GUI becomes available.

2.6. Hyper-V Management Network Configuration

This section describes configuration of the Hyper-V Management Network. IP Addresses and
Hostnames used in this section are for example only. Refer to Section 2.4 for VMware
Management Network Configuration.

Connect to System console. Attach a keyboard and monitor or use system [PMI KVM.
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|| Java iKM Wiewsr v169 rl4 [100.100.100.3 S31] - Resolution 10243 768 - FPS 0 el =@ =
Virtual Media Record Macro  Options  UserList Capture Power Control  Exit

Friday, April 26

Launch the console, press CTRL + ALT + DELETE and enter the following credentials:
Username: administrator

Password: Stonefly1l

Go to the Control Panel and select Network and Internet and then Network and Sharing
Center.
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|20 Javwa iKW Wiewver w160 r14 [100.100,100.2 551 - Resolution 1024 X 768 - FPS 30
Virtual Media Record Macro Options UserLlist Capture Power Control  Exit

Recycle Bin

%+ Network and Sharing Center
A4 55 « Network and Internet > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing dnfeorp.com Accesstype: Intemet
Private network Connections: [ Ethemet

Accesstype: Mo network access

Unidentified network Connections: [J] CPU1 Slot 1 X8 Port 1

Public network § cPU1Slot 1 X8 Port2
U Ethemet2

Change your networking settings
iG4 Set up 2 new connection or network

Set up a broadband, dial-up, or VPN connection; or set up @ router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshosting information.

Internet Options

Windows Firewall

Click on Change adapter settings from the left menu.

= = ]

122 Java iKW Viewer v1.69 r1d4 [100.100,100.3 S5L] - Resolution 1024 (768 - FPS 30
Virtual Media Record Macro Options UserList Capture Power Confrol  Exit

&/ Network Connections
A ) « Networkand Intemet > Network Connections »

Organize =

& CPU1 Sk CPU1Slot 1 X8 Port 2
| W : B

it Dual Por.

Ethernet 2
L

Right click on the appropriate management port and select properties. This will open the

Management Network Properties window:
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.
-

1+ ;'-I <« MNetwork and Internet » Network Connections

v | @ | | Search Network »
- - ™ @
5 Management Network Properties X
X8 Port 2 Management Metwork
Networking  Sharing network dnfcorp.com

51

gabit Dual Por... @ |ntel(R) Ethernet Connection X

Connect using

I? Intel(R) Ethemet Connection X722 for 10GBASE-T

vl .,:]Cllent for Microsoft Networks ~
¥ ? File and Printer Shaning for Microsoft Networks

¥l 005 Packet Scheduler

8 Intemet Protocaol Versi ( il
O . Microsoft Network Adapter Multiplexor Protocol

¥ 4 Wicrosoft LLDP Protocol Driver

] 4 Intemet Protocol Version 6 (TCP/IPvE) W
< >

This connection uses the following tems

Install.. Froperties k

Description

Transmission Corttrol Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

. 4 items

Left click on Internet Protocol Version 4 (TCP/IPv4) and then click Properties:

I « Metwork and Internet » Network Connections v O

l . X8 Port 2
Networking  Sharing

Management Metwork
dnfcerp.com
Intel(R) Ethernet Connection X

c s
l ] Internet Protocol Version 4 (TCP/IPv4) Properties X
General
TH  ‘You can get IP settings assigned automatically if your network supports
—{ this capability. Otherwise, you need to ask your network administrator
B for the appropriate IP settings.
B
B (") Obtain an TP address automatically
E (@) Use the following IP address:
lt 1P address: 100 . 100, 100 . 25
f Subnet mask: 255 .-255.255°. 0
4
Default gateway: 100 . 100 . 100 . 153
Cbtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 100 . 100 . 100 . 152 %
Alternate DNS server: l:l
[ validate settings upon exit PRI
4items

Assign static IP and DNS server addresses. Once you’ve assigned the values, click on OK.
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Make sure to disable Internet Protocol Version 6 from the Management Network Properties
window by unchecking the box next to it.

T 2.\ <« Network and Internet » Network Connections

0 Management Network Properties
Networking  Sharing

Connect using

@ Intel(R} Ethemet Connection X722 for 10GBASE-T

This connection uses the following tems:

v I?Cllerﬂ for Microsoft Networks A
w1 "? File and Printer Sharing for Microsoft Networks

¥ TS Packet Scheduler

[wl 4 Intemet Protocol Version 4 {TCP/IPv4)

[ s Microsoft Network Adapter Muttiplexor Protocol

1. Microsoft LLDP Pratocal Driver

MW Irtemet Protocol Version & (TCP/IPvE) v

L3 >

Install... Urinstall Properties
Diescription

TCP/IP wersion &. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks

0K Caneel

Pt

. 4 items

X8 Port 2
network

9 10 Gigabit Dual Por..,

v 0 Search Metwork Connections 0

B~ M @
== Management Network

L.- dnfcorp.com

24 Intel(R) Ethernet Connection X722...

After disabling IPv6, click OK. This completes the network configuration process.
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2.7.

Steps to Configure SCVM Management Port (Hyper-V)

In order to configure the SCVM Management port for Hyper-V, you need to access Hyper-V
manager, you can do that from the Server Manager window. To access the Server Manager on
your Hyper-V, click on the Windows Tab and then click on Server Manager, as shown below:

Most used Windows Server

& snipping Tool

/= ),
& Paint >3
— Windows Windows
_| Command Prompt Server Manager  PowerShell PowerShell ISE

| intemet Explorer

SF ArcitpsnGUI h
Windows

M Administrafiv... Control Panel

B vran

A M
Remote
Desktop...

Event Viewer File Explorer

B windows Powershel

6

IE Dashboard
i Local Server
5 Al Servers

BE File and Storage Services b

BEST PRACTICES ANALYZER
Wa Errors | 0 of 0 total

Filter applied. X Clear All
Server Name Severity Title Category

No matches found.

PERFORMANCE

This will open the Hyper-V Manager with SCVM on it.

Computer Management
Defragment and Optimize Drives
Disk Cleanup

Evey

Hyper-V Manager |

iSCSl Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bif)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management.

Resource Monitor

st
Task Schedul

Windows Firewall with Advanced Security
Windows Memory Diagnastic

Windows PowerShell

Windows PowerShell (x85)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup
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Hyper-V Manager - D X
File Action View Help
T Hyper-V Manager . . [ Actions
B DESKTOP-05UGEBQ Virtusl Machines | DESKTOR-OSUGEBC, B
Name State CPUUsage & Memory  Uptime Status |
1 N | = Cvick
Connect... Mew »
Settings.. % Import Virtual Machine,
R Hyper-V Settings
tual Switch Manager
Checkpoint <
o Virtus] SAN Manager.
| Move...
i o EditDisk.
Export...
- pect Disk...
Rename..
Delete... =
X Remove Server
Help
© Refresh
View »
< > |H Hep
Checkpoints. - | SCVM_B0.3.10 -
i Connect
SCVM_8.03.10 =
F9 settings.
Created: 2122019 6:45:25 AM Clustered: o © sen
Configuration Version: £3 By Checkpoint
G thon: 1 &,
| eneration * Move.
{ Motes: None
{ Export
T Rename.
Be Delete.
Summary Memory | Netwosing z
H Heip -

Right click on SCVM, and select Connect to access the user interface of the Virtual Machine.
This will show a window like this:

E3 SCWh on DRIESY - Virtual Machine Connection
File Action Media Cliphoard  Wiew Help

D@0 |k

[StoneFly Storage Concentrator

[Bystem Name: SC-192-168-B-254 1IP: 192.168.8.254 Uersion: 8.8.3.12
[Browse to for the Graphical User Interface.
On the CRT console, use <Alt-F1> for messages, <Alt-F2> for login.
[The GUI will be disabled while the Console Service Menu is in use.
[Powered by StoneFly - right (c) ZBB2-Z819. All Rights Reserved.
[SC-192-168-B-254 logi

Status: Running
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Steps to use the pre-installed SCVM:

1. The SCVM management network interface is preconfigured with the default IP address of
192.168.0.254. This must be changed to a valid address for your LAN network. Login to the SC
Service console using the Hyper-V “Virtual Console” for the SCVM by doing the following:

a. Press Enter to display the login prompt.
b. At the User ID prompt type console and hit Enter.

c. At the password prompt type conil00o and hit Enter. Note that the User ID and
password are case sensitive.

2. Using the SC Service menu, configure the management network by selecting option 2, for 2 —
Network.

I.:I SCYM on DR365Y - Virtual Machine Connection == m] =

File Action Media Clipboard View Help

D@0 | n b
System Name: SC-192-168-8-254 IP: 192.168.8.254 Version: 8.8.3.12

Storage Concentrator

Service

q- Logout

ad

Status: Runnin a = [ﬂ

The default settings are shown below. Adjust settings as needed then save the changes.

V8.0.3x
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B 5CVM on DRIGSY - Virtual Machine Connection
File Action Media Clipboard View Help

D@0 | u |k

System Mame: SC-192-168-8-254 IP: 192.168.8.254 Uersion:

Storage Concentrator

Service—>Netuwork

1- Default Gateway (192.168.8.254)

2- Management IP Address (192.168.8.254)
3- Management Netmask (255.255.255.8)
4- Management Network (192.168.8.8)

5- Management Broadcast (192.168.8.255)
6- Management Use DHCF (No)

?- Primary DNS Server ()

8- Secondary DNS Server ()

=- Save Changes

g- Back to Service...

Status: Running

Adjusted settings are shown below. Enter q at the command prompt to exit back to the service

menu. Enter ¢ again to exit out of the user console service.

Note: the browser access to the SCVM Management GUI is blocked while the SC Service menu
is active. Also note that there can be a short delay before the SCVM GUI becomes available.
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2.8 KVM Management Network Configuration

This section describes the configuration of the KVM management network. IP Addresses and
Hostnames used in this section are for example only.

Connect to the system console and attach a keyboard and monitor or use system IPMI KVM (if
supported).

To access the settings, enter the following credentials:

Login: root
Password:  Stoneflyl!
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Once connected, type nmtui and press Enter.

This will open the NetworkManager TUI window with three options. Select Edit a Connection
from the three and press Enter.

From the list of Ethernet connections, select the respective management NIC port from the list,
then select Edit from the right hand pane and press Enter.
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In the Edit Connection window, go to the Addressess option, select Add and press Enter to
type in the pre-configured IP address.

Profile name ISR e
ST npShsBf B (AC: 1F :68: BH:44:2E)

8 IPu4 CONFIGURATION CAutomatic

Addressos

Routing (No custom routes) <Edit...>
[ 1 Hever use this network for default route

[ 1 Ignore automitically obtained routes

[ 1 Ignore automatically obtained DNS parameters
(23]

Require [PuA addressing for this connection

= IPvb CONFIGURATION <Automatic>

[ 1 Automatically connect
IX] Awailable to all users

<Cancel> <OK>

After adding the IP address, select Ok and press Enter to close the Edit connection window.
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This will complete the KVM management network configuration.

o} Java TRV Viewer v1.68,30 [100.100.100.76] - Resolution 1280 X 1024 - FPS 44 =] & =)
Virtual Media Record Macro  Options  UserList Capture  Power Control  Exit

z.1.1.e17.x86_64 on an x06_64

an 2 18:28:38 on ttyl

2.9 Steps to Configure SCVM Management Port (KVM)

To configure the SCVM management port, use the Open Virtualization Manager (oVirt)
access the SCVM console by clicking on SCVM from the list.
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R . @- 2
SCVYM = - . Supens] W Saiown | = | [t [ ., <] () ¢
N it S i, e

Click on the Console button in the top right corner; this will open a Save As window.

[ snuis &) o

Type in a filename and download the SCVM SC Service Menu utility. Note: this process repeats
each time you need to access the SCVM SC Service Menu.

n® = %o i
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Login to the SC Service console:
a. At the login prompt type console and hit Enter.

b. At the password prompt type conil00o and hit Enter. Note that the User ID and
password are case sensitive.

2. Using the SC Service menu, configure the management network by selecting option 2, for 2 —
Network.

BB SCWhL - Remote Viewer [ [ 3]

File  “iew Sendkey Help
System Name: S5C-180-1868-188-258 IP: 10@.1688.16808.258 VUersion: B8.0.4.18

Storage Concentrator

Service

1- Admin
2- Network...
g- Logout

The default settings are shown below. Adjust settings as needed then save the changes.

£ SCVM on DRIESY - Virtual Machine Connection = O X
File Action Media Clipboard  View Help
@O | nw
System Name: SC-192-168-8-25¢ 1P: 192.168.8.254 Uersion: 8.8.3.12

Storage Concentrator
Service->Network

1- Default Gateway (19Z.168.8.254)

2- Management IP Address (192.168.8.254)
3- Management Netmask (255.255.255.8)
4- Management Network (192.168.8.8)

5- Management Broadcast (192.168.8.255)
b- Management Use DHCP (No)

?- Primary DNS Server ()

8- Secondary DNS Server ()

s- Save Changes

g- Back to Service...

Status: Running =0
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Adjusted settings are shown below. Enter q at the command prompt to exit back to the service
menu. Enter q again to exit out of the user console service.

Note: the browser access to the SCVM Management GUI is blocked while the SC Service menu
is active. Also note that there can be a short delay before the SCVM GUI becomes available.

2.10 Configuring the SCVM

Note: The process of SCVM configuration is the same for Hyper-V and VMware hypervisors.

Launch a browser then navigate to https://<configured IP address>.

_——
~a
Eo<a

STONEFLY
Login

Licensing

System Name System UUID Vendor Serial Number

SC-192-168-100-33 564D9DAC-COC9-8B8C-B12C-80F5BA2E4AD12 00:0C:29:2E:4D:12
Licensed Feature Name License Key
StoneFusion Base OS 5C-192-168-100-33 Subscr #1 - 369 days left
SC-192-168-100-33
SC-192-168-100-33 U-XXXJ6-GAP5A-X2TQS-XALO2-369-001

Undo Submit

License Activation

DR365V Login Screen
1. In the User ID field type: admin
2. In the Password field type: M@n4glng
3. Click Submit. The Home Page screen will appear.
4. Click System.
5. Click Admin.
6.

Click Auto Save. The Auto Save screen will appear.
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o=

>
STONEFLY

stonefly

© Genersl

o
D Restore
> A Failover
[ Licensing
2 system Monitoring
e

save

Genera isNS Auto Save Restore Failover Licensing

© Help

ADMIN

System Monitoring NAS Server DNS Server

Auto Save to Remote FTP Server

Enable Auto Save to Remote FTP Server

® passive
Nen Passive

Status N/A

S isNs Auto Save to Local Device

| Enable Auto Save to Local Device

Status N/A
Backup For Upgrade and Shutdown

Copyright® 2002-2018 StoneFly, Inc. All Rights Reserved.

DR365V System Auto Save Screen

7. Select method(s) of saving the database. A USB Flash drive must be inserted into the
USB port prior to Enabling. Checkmark Enable Auto Save to Local Device and select
USB Flash Disk from the dropdown menu. Click Submit. For Auto Save to Remote
FTP Server create a directory for each Storage Concentrator. Fill in the I[P Address, User
Name, Password and directory. Select Passive or Non Passive and click Submit. Both
methods can be used, but at least one should be configured to ensure recovery if needed.

8. Navigate to Admin > General. The system admin screen will appear.

-
=

+
STONEFLY

stonefly

©Help

ADMIN

System Monitoring NAS Server DNS Server

Shutdown or Reboot this System

(7 Diagnostics
> AL Notifications
o ues

Encryption Keys Status

No Encryption Keys Disks are found. Insert disk with encryption information into this system when needed, If sk is inserted, pull it out and store in a secure location,

Domain Name Service Client

DR365V System Admin Screen
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9.

10.

é

1.
12.

13.
14.
15.
16.

17.

Enter a system name for the DR365V.

Enter the number of log records for the database in the Max number of logs field.

The default number of log records is 2000, which is sufficient for most
installations.

Click Submit.

Navigate to Network > Data Port. The Local iSCSI Data Port Settings screen will
appear with the current system (factory) settings. Most fields are blank.

=%

STONEFLY

© Help

NETWORK

stonefly

Local iSCSI Data Port Settings

Advanced: Network/Broadcast

Network Interfaces

1P Address / Network MAC Address Lnle

1 00:0¢:29:55:ad:9b Down

Copyright® 2002-2018 StoneFly, Inc. All Rights Reserved

DR365V Local iSCSI Data Port Settings Screen
Enter the IP Address for the Local iSCSI Data Port.
Enter the NetMask setting for the Local iSCSI Data Port.
Click Submit.

Click OK to continue when the confirmation dialog box appears. The DR365V
automatically configures the Network and Broadcast settings based on the IP address and
Netmask settings. Click on the Advanced: Network/Broadcast link to view or modify
the Network and Broadcast settings. For more information, see “Chapter 2:
Administrative Interface” in the Storage Concentrator User’s Guide.

Review the status of all SAN Network Interfaces to select which ports will be used. It is
not necessary to select all available ports. All ports selected must have cables attached to
them to maintain the proper cluster configuration and operation. The Id button is used to
flash the link light on a specific port. Select a port by clicking on the box in the Bond
column. Changes are not enforced until the next reboot. At first power up a default

V8.0.3x
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configuration is presented. Changing the default settings requires a reboot of the Storage
Concentrator. Navigate to the System > Admin > General screen and click on Reboot.
If no changes are desired continue to the next step to configure the Management Port.

18. Click on Management Port. The Management Port Settings screen will appear.

-
== © Help

STONEFLY NETWoRK

stonefly

Local iSCS! Data Port Management Port Routing
Default Gateway

19216811

oard
Management Port Settings
T

Advanced: Network/Broadcast

Network Interfaces

1d Port 1P Address MAC Address Link Cur Speed Duplex Type Max Speed Stats

] 192.168.1.254 00:0:29:55:20:91 Up 16b/s Full 1000 16b/s

DR365V Management Port Settings Screen

19. Enter the Default Gateway setting.
20. Enter the IP Address for the Management port.

21. Enter the NetMask setting for the Management port. It is not necessary to select a
Management Port as on the Local iSCSI Port screen. There is only one port assigned for
this purpose.

The DR365V automatically configures the Network and Broadcast settings based on the IP
address and Netmask settings. Click on the Advanced: Network/Broadcast link to view or
modify the Network and Broadcast settings. For more information refer to “Chapter 2:
Administrative Interface” in the Storage Concentrator User’s Guide.

lose its connection to the DR365V. To access the DR365V, set your browser’s URL
to point to the new IP address.

é Changing the IP address of the Management port will cause your browser to

22. Click Submit. The following popups will appear.
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Depending on the speed of your browser connection, you may not see this
=_s screen. Your changes will still take effect, however you will need to
manually set your browser’s URL to point to the new IP address.

192.168.100.81 says:

Automatically calculated values:

Network = 192.168.100.0

Broadcast = 192,168.100.255

If other values are required, please use the advanced feature.

X
192.168.100.81 says:

The Management LAN and iSCSI SAN IP addresses are on the same
network,

This is not recommended. iSCS| SAN traffic should normally be kept off of
the LAN. The SAN should be a small, secure, and self contained network
with SAN specific high speed network interfaces.

Allowing iSCSI traffic to flow on the LAN may impact performance of, and
destabilize both the LAN and SAN,

There are cases (e.g. no true LAN network exists) where this configuration
can make sense,

Mote that SC Failover Clusters are currently not supported in this network
configuration.

Do you wish to continue?

Canc EI

192.168.100.81 says:

This changes access to the system.
Are you sure you want to continue?

If so, please give the system a few moments to complete the
update before trying to re-access the system.

The new address to access the system is at https://192.168.100.81

System Management LAN Port Change Screen
23. Click on OK on each popup screen to continue.

24. Click on the new IP address to confirm the change to the Management Port setting.
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Setting up Routing

To access a host on other networks, routing information to those networks must be
configured in the System Management Network Routing screen. A route must be added if

the host has a network setting that is different from the one listed in the iSCSI Host LAN
Port Settings screen.

For example, if the DR365V network setting is 26.34.128.50 and the host network setting is
106.39.212.6, a route to the host must be configured.

To configure the routing information, use the steps that follow:

1. Navigate to System > Network > Routing. The Routing screen will appear.

o= © Help

STONEFLY NETWORK

stonefly
Local iSCSI Data Port Management Port Routing
Current Route Settings

Route Network Net Mask Gatewa Device Add / Delete
@ Dasnboard Y i
1 192.168.1.0 255.255.255.0 . LAN N/A

> % SAN 2 default 0.0.0.0 192.168.1.1 LAN /A

Ping Address

o
Y Data Port

gernent 70

e Copyright® 2002-2018 StoneFly, Inc. All Rights Reserved.
iagnostics

> AL Notifications
o ups

485 Users

DR365V System Management Network Routing Screen

2. In the Add New Route ficlds, enter the Network, Netmask, and Gateway settings for
the new route.

Click the Add check box.
4. Click Submit.

Navigate to Admin > General. The System Admin screen will appear. The DR365V
must be rebooted for the new routing settings to be recognized.

6. Click Reboot.
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Confirming Setup

To confirm that the DR365V is configured properly, do the following:

1. Launch your web browser. In the URL address field, type the IP address you set up for
the Management LAN port during the configuration process. Be sure to include https://
in the address.

é The browser will display an alert regarding the security certificate for the site. This
occurs because the IP address for the DR365V was changed from the factory
default to one appropriate for your network.

2. Follow the screen prompts to accept the certificate. The number of screens will vary
depending on which browser you are using. When the security certificate is accepted, the
DR365V administrative interface login screen will appear.

Click on System and then Network to confirm the network settings.
Click on Data Port and confirm the settings.

Click on Management Port and confirm the settings.

AN AN S

Click on Routing and confirm the settings.

2.11 Configuring the Veeam Management VM

The Windows VM that will be used for Veeam Management cannot exist until the
initial cluster is configured and a datastore provided. Your StoneFly engineer will
walk you through the process.

—
—

Once you’ve configured the IPMI, SCVM, VMware, and cluster, you can create the Windows
server VM that will run the Veeam Backup & Replication management software on the
DR365V-HA appliance. Your StoneFly engineer will walk you through the process during
initial setup. Once the Windows VM is created, you must perform the following three step
process:

e Setting a static IP address on the Veeam Management VM.
¢ Enabling RDP (Remote Desktop Protocol) on the Veeam Management VM.
e Accessing the Veeam Management VM using RDP.
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2.11.1 Assigning a Static IP Address to the Veeam Management VM

Log into the Veeam Management Virtual Machine (VM) using VMware remote console
and click on the Start button. Open the Control Panel from the taskbar.

Administrator Windows Server

g Snipping Tool >_

Windows Windows
d Paint Server Manager  PowerShell PowerShell ISE

- 9 e

Windows
Administrativ... Task Manager Lontrol Panel

0 e

Search Microseft Edge

a i

File Explorer > Calculator
«1"9:3 Settings
d) Power

All apps

In the Control Panel, click on View Network Status and tasks under the Network and
Internet applet.

Adjust your computer's settings View by: Category ¥

Systermn and Security
Review your computer's status
Save backup copi sur files with File History

Backup and Rest:
& View event logs

User Accounts

&) Change account type

s Appearance and Persanalization
Change the theme
== J'ld_\L.‘S'. screen reselution

\ ¥ Network and Internet !
S View network status and tasks * Clock, Language, and Region
-~

Add a language

Har@ware Change input methods

[y
L
-
sy Programs Ease of Access
[‘l Uninstall 2 program Let Windows suggest settings

& Turn Windows features on or off Optimize visual display

es and printers Set the time and date

vice Change date, time, or number formats

Find and click on Change Adapter Settings in the menu on the left.
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Wiew your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: [ Ethernet

w

Change your networking settings

ﬁ- Set up a new cennection or network
= set up @ broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

In the window that appears, right-click on your network connection and click on Properties.

L_“- Ethernet

“e=e _ Network
& Microsoft Hyper-V N E; Disable
Status

Diagnose

®) Bridge Connections

Create Shortcut
Delete

%
E;J Rename
%

Properties s

This should open the Ethernet Properties window.

Remove the checkmark for Internet Protocol Version 6 (TCP/IPv6) to disable it.
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4 Ethemnet Properties X
Networking

Connect using:
& Intel(R) PRO/1000 MT Network Connection

Configure...

This connection uses the following items:

v B8 Client for Microsoft Networks ~
¥ 3 File and Printer Sharing for Microsoft Networks

¥ QoS Packet Scheduler

O e o Vs  (TcPPv)

[0 s Microsoft Network Adapter Muttiplexor Protocol

v 4 Microsoft LLDP Protocol Driver

‘j 4 Intemet Protocol Version 6 (TCP/IPvE) v
13 >
Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnectad networks.

OK Cancel

Select Internet Protocol Version 4 (TCP/IPv4) by left-clicking it once and then click on
Properties.

[,-‘:'.] Ethernet Properties X
Networking

Connect using:
F Microsoft Hyper-V Network Adapter

This connection uses the following items:

I?Client for Microsoft Networks ~
‘? File and Printer Sharing for Microsoft Networlcs
3005 Packet Scheduler
Intemet Protocol Version 4 (TCP/1Pvd)
3. Link-Layer Topology Discovery Mapper 1/0 Driver

“TL] . Microsoft Network Adapter Multiplexor Protocol
& Microsoft LLDP Protocol Driver w
< >

Install... Uninstall Properties

Description

Transmigsion Cortrol Protocol/Intemet P ol. The default
wide area network protocol that provide$ communication
across diverse interconnected networks.

OK Cancel

Select Use the following IP address and assign a custom IP address to this server, the
Network Mask, Default Gateway, and the DNS IP address.
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Internet Protocol Version 4 (TCP/IPvd) Properties >

General

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

1P address: |192.168. 1 . 2 |
Subret mask: | 255.255.255. 0 |
Default gateway: | 192.168. 1 . 1 |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DS server: | 8 .8 .8 .8 |

Alternate DNS server: | g .8 .4 .4 |

[Jvalidate settings upon exit

2.11.2 Enabling RDP on the Veeam Management VM

Open the Server Manager on the Windows VM. By default, the Server Manager should
open when you log in to the GUI. You can also select it from the taskbar.

In the Server Manager window, click Local Server in the left pane. This may take several
minutes to open the desired window.

Once the window opens, you should see that the Remote Desktop (RDP) is disabled.

T Server Manager - ] X

-

Server Manager * Local Server @ F eage Toos  vew hep

B8 PROPERTIES

E Dashboard . For WIN-LV2BNP3L9VO TASKS
i Local Server .
- Computer name WIN-LVZENP3LIVO Last installed updates
Wi Al Servers Workgroup WORKGROUP Windows Update
W% File and Storage Services b Last checked for updates
Windows Firewall Public: On Windows Defender
Remote management Enabled Windows Error Reporting
[Remote Desktop Disabled | Customer Experience Improvement Pro;
NIC Teaming Disabled |E Enhanced Security Configuration
Ethernet0 IPv4 address assigned by DHCP, IPv6 enabled Time zone
Product ID
Operating system version Microsoft Windows Server 2016 Technical Preview 4 Processors
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM)
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Click on Disabled, this should open the System Properties window. Left-click on the
Remote tab and check the Allow remote connections to this computer option.

Also uncheck the Allow connections only from computers running Remote Desktop

with Network Level Authentication (recommended).

System Properties

Computer Name  Hardware Advanced System Protection Femote
Remote Assistance

Allow Remote Assistance connections to this computer

Advanced...

Remote Desktop
Choose an option, and then specify who can connect.

() Don't allow remate connections to this computer

[] Allow connections enly from computers running Remate
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

Concel | [ tovl

When you select the Allow remote connections to this computer option, a warning
message should appear, as shown in the image below. Select OK to proceed.

Rernote Desktop Connection

Remate Desktop Firewall exception will be enabled

! -" You chose to enable Remote Desktop Connection for
all network connections on this computer.

To enable it for selected network connections, open

WNindows Firewall with Advanced Securit

pd

You can now create specific user groups with permissions to connect to the server via
Remote Desktop. To do so, click on Select Users and type in the relevant credentials of the

users.

After you’ve enabled Remote Desktop, the Server Manager might still display Disabled.
Refresh the window and wait a few minutes, it should change to Enabled.
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2.11.3 Accessing Windows Server hosting Veeam

On any Windows machine, search Remote Desktop Connection in the taskbar and click on
Remote Desktop Connection. This should open a window like this:

o Remote Desktop Connection I;li-

| Remote Desktop
»¢) Connection

Computer: | Example: computer fabrikkam .com W

Username: Mone specified

The computer name field is blank. Enter a full remote computer
Mame.

{x | Show Options | Connect || Help |

In the Computer text field, type in the IP address you specified in Section 2.8.1 for the IP
address of Veeam Management VM and click Connect.

The system should prompt you for a username and password. Type in the credentials you
created in the last section and click OK to start the RDP session.

Windows Security ot

Enter your credentials
These credentials will be used to connect to 192,162.1.146.

ll._lzer narme l

| Password |

Daomain:

[] Remember my credentials

Cancel
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Once the RDP connection is established, you should be able to access the Veeam
management software by double-clicking the Veeam Backup & Replication icon.

Veeam
Baclr<up & Replication™ 9.5

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

Additional Configuration and System Management

For additional information regarding the configuration and use of the StoneFly Storage
Concentrator Virtual Machine, please consult the StoneFly Storage Concentrator User Guide
from the included documents CD.

For additional information regarding the configuration and use of the Veeam Backup &
Replication software, please consult the Backup, Replication and Data Recovery User Guide
from the included documents CD or follow the link below:

https://helpcenter.veeam.com/docs/backup/vsphere/overview.html?ver=95u4

For additional information regarding the configuration and use of the VMware vSphere
Hypervisor, please consult the VMware website.

Technical Support

For further support, please call technical support at 1-510-265-1616 option 3. Or send email to
technical support at Support@StoneFly.com.
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Chapter-3: Troubleshooting
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Troubleshooting

Refer to the following table for helpful hints on solving some of the most common
problems. If you cannot find a resolution to your problem here, contact StoneFly. Call
(510) 265 1616 and select support from the menu.

The DR365V
administrative interface is
not accessible from the
computer.

The computer is not on the
network.

An incorrect IP address
was typed in the address
line of the browser.

Incorrect network settings
were entered during
installation.

The network cable is not
properly connected to the
computer or the USO.

Ensure that the computer is
running a supported browser

and is on the same network or
subnet as the DR365V.

Try the following:

e Verify and retype the IP
address in the browser.

e Make sure the IP address
begins with https. The IP

address does not begin with
http.

For the correct settings, see
“VMware Management
Network

Configuration”.

Try the following:

e Check all network cable
connections.

e Make sure the network
cable is not damaged.
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